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Design and implementation of operation and maintenance management system
for water conservancy data center

SHEN Yongjie, L1 Jing, HU Wenbin, HU Yi'na, DING Yanwen, ZHU Yue
(Jiangsu Province Hydrology and Water Resources Investigation Bureau, Nanjing 210029, China)

Abstract: To promote the standardization, efficiency, and intelligence of operation and maintenance management
in water conservancy data centers and address issues such as delayed anomaly detection and underutilization of
monitoring data, an operation and maintenance management system was developed. The system integrates data
collection and unified monitoring of various devices, offering comprehensive services in IP network monitoring,
IT infrastructure monitoring, cybersecurity monitoring, as well as dynamic environment and security monitoring
in Jiangsu Province. Features such as single sign-on, region-specific management, and role-based authorization
enable personalized and visualized functionalities for maintenance personnel, including work order processing,
anomaly alerts, report statistics, and performance analysis. By leveraging monitoring data, maintenance personnel
can proactively identify potential issues and implement preventive measures, significantly reducing failure rates. This
system achieves comprehensive control and efficient operation maintenance for water conservancy data centers in
Jiangsu Province, ensuring their smooth and reliable functioning.

Key words: water conservancy data center; operation and maintenance; management system; system design
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