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Construction and application of centralized cybersecurity control platform for
Yangtze River Commission

WU Jingzi, LI Xin, XIE Biyun, XU Jingjun

(Changjiang Water Resources Commission, Network and Information Center, Wuhan 430010, China)

Abstract: In order to comply with cybersecurity laws and regulations and to enhance the cybersecurity protection
and management level of the Yangtze River Commission (YRC) , this study addresses various problems faced in the
network operation and maintenance of the YRC, including unclear network asset management, decentralized security
device management, low efficiency of security policy implementation, delayed response to security threats, and large
operational scale. Key technologies such as intelligent policy adaptation, security policy analysis model innovation,
and robotic process automation have been researched and applied to construct a centralized cybersecurity control
platform consisting of IT asset management, operational maintenance monitoring, security policy management,
security incident response, and security knowledge management. By deploying and operating the control platform
on the YRC's internal network and some subordinate units, a preliminary unified monitoring of network resources
and users has been achieved, along with centralized management of access control policies, unified analysis of
cybersecurity incidents, and coordinated response to cybersecurity threats. This initiative significantly enhances the
YRC's capabilities in cybersecurity defense, monitoring and early warning, and emergency response.

Key words: cybersecurity; centralized control platform; intelligent policy adaptation; security policy analysis;
robotic process automation; application effectiveness
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